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2.4 FohFEFROMIE

24.1. BEXHPAEREO:

http://WeiQianSealURL:9999/manualSig/preprocess
R POST
4t 30 JSON
R[4 3 JSON

2411, VAL ERSEIH (AS)

¥4 Yt B4 Wik

signKey P25 4 key Yes
signSecret FE N2 A Yes
sealUser FN e P Yes
password FH 20 Yes
provideSigFile R E S bk Yes
getSigFile FBh 25 e pE B =R 1 Yes
fileKey ZFE AT key B R RAESS 1D No

® TS H % Ny Baseb4d i, X wmi N UTF-8, B EF & &M EKA
sun.misc.BASE64Decoder Fll sun.misc.BASE64Encoder.

® signKey il signSecret 134 & 7 55 #B 44
o M RGIRME TR T M, EiR BT MR, LT =fdaa r N AR & H—.
fre i —, 1HH fileKey 4, 7 HZH0h 5 e X364, 1. FWBPDtask000000001.pdf.
faE T, RN N EH b R E . W
http://192.168.1.31:8080/download?id=FWBPDtask000000001.pdf

e A=, THEZLOMAE S 5%, ffH response.addHeader("Content-Disposition”,
"attachment;filename=FWBPDtask000000001.pdf") 77 ..
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IR 2% 5 2 JoR R [ — B BEALT 5 o fileKey BEUCRAE A SRS, Sdr a8 F P RGN 9w
SEAFR, UEHAETMES R ID. W: FWBPDtask000000001202107121412

® XTI pdf KA, A NIARLASH (21 A H] Base64 Hid) . HSHONERS,
KM ARG SR EE.

¥4 B BH Wik
sealFileCharSetName = & & SCfF4 L No
marginLeft 2 A PDF Zoii B No
marginRight 5w A4 PDF 43 BE No
marginTop ZE A PDF _Lidgh No
marginBottom R EE A PDF NidgE No
EHEW b= S {1 BEA
FAFYIEEE 1234 system
EEVIETES 1234 system
HFIHEERE MEAE system
=i HEn(e SEHEsETFEE system
by M = Em E YT o www.forwave.com system
SRS GBK system
ESTHHEEPDFDAEE 15 system
eV HEEPDFGINE 15 system
S 4IEPOF HhiE 30 system
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2412, PALFRE DR EISEGH (H2)

842 588
code IREIRPRESES, 02620, IF 0 2iEiRE
msg REIRSAER

data FohEEHE Key

timestamp IR EIZ5RART R

® TALEERRINN, MR[F] data AN I FEN 25 E UM key. JOFE AR, B LEIREA SR
RIS Ik JE

242. FHZEWHEA:

http://WeiQianSealURL:9999/manualSig/manualSigPage
k77 GET
i ml4% 3 JSON

2421, ZFFEIMIERSEGH (AS)

signKey. signSecret K Base64 Z4ifi.

sigFile JyTiAb B4 H M) 52 iR 5] data, AN 75 % Base64 #ifide

¥4 YL ik
signKey B4 key Yes
signSecret B2 A Yes
sigFile ToAb B3 R iR 8] data Yes

243, BESERXHTREND

http://WeiQianSealURL:9999/no/getSealFile/FileKey
wR A GET
MR [A]: 2SS RO

R M fileKey THAE T SERMOCHR, HTHEEME, B fileKey # R 3.
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2.5. REISHRGI
{"COde":"O",
"msg":"FBN A F AL TR ",
"timestamp":1575461457169,

"data":"fe52a861b1eb4739bbb50cd1c73d72cd=="}

{"code":"4008",
"msg""FINRBHMBESHA A ",
"timestamp":1575460560586,

"data":null}

2.6. FhEEIEKRRS

function doManualSig() {
NF BT RANS
let _sealUser = btoa($("#sealUser").val());
let _signKey = btoa($("#signKey").val());
let password = btoa($("#password").val());
let _signSecret = btoa($("#signSecret").val());
let fileKey = btoa($("#fileKey").val());
let provideSigFile = btoa(($("#provideSigFile").val()));
let _getSigFile = btoa($("#getSigFile").val());
$.ajax( {
url: wqSigServer + '/manualSig/preprocess’,
data: JSON.stringify({
sealUser : _sealUser,
password : _password,
signKey : signKey,
signSecret : _signSecret,
fileKey : _fileKey,
provideSigFile : provideSigFile,
getSigFile : _getSigFile
1),
type:'post’,
dataType:'json’,
contentType: "application/json;charset=UTF-8",
success:function(result) {
if(result.code == 0){

10
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let sigUrl = _wqSigServer +'/manualSig/manualSigPage?sigFile=' +
result.data + '&signKey="+ signKey + '&signSecret='+ _signSecret;

if(app=="app"){
let pageType = btoa('l");
sigUrl = wqSigServer +'/manualSig/manualSigPage?sigFile="+
result.data + '&pageType='+ pageType + '&signKey="'+ signKey + '&signSecret="+ _signSecret;

H
getManualSigPage(sigUrl);

telse{

console.log(result.msg);

2.7. B ETEAIZEEEO RG]

® A9 T SR AR IR 45 2 hittp://192.168.1.29:8080/doSeal/getSigFile
o XS HELFIAE AN S (sigFile) , iR C4 % fileKey.

® 1% (sigCount) R[AIH AR TEH o MEOY 0 W H - 347 28 5 il oy 58 1
FAHLR A

@RequestMapping(value = "/getSigFile")
public ModelAndView getSigFile(@RequestParam("sigFile") String sigFile,
@RequestParam("sigCount") Integer sigCount) {
String sigFilePrefix = wqSigServer + "/no/getSealFile/";
return new ModelAndView("redirect:/showSigFile.html?sigFilePrefix="

+ sigFilePrefix + "&sigFile=" + sigFile + "&sigCount=" + sigCount);

2.8. EEEBENHTHEO
PO bR : http://WeiQianSealURL:9999/no/getSealFile/fileKey
MR[A] ;A E e RO
WHRI7A: GET
R fFH fileKey N SEMSCIER, M NEGERNJE, I fileKey 2R3
Ja B1ER T H Bl

11
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String downloadUrl = "http://192.168.1.30:9999/n0/"

+ "getSealFile/fe52a861b1eb4739bbb50cd1c73d72cd.pdf";

String desFile = "D:/temp/seal/X} K 5. 20200711.pdf";

int byteRead = 0;

try {

URL url = new URL(downloadUrl);

URLConnection connection = url.openConnection();
InputStream input = connection.getlnputStream();
FileOutputStream output = new FileOutputStream(desFile);
byte[] buffer = new byte[1024];
while((byteRead = input.read(buffer)) !=-1){
output.write(buffer, 0, byteRead);

H
output.flush();
output.close();

} catch (MalformedURLException e) {

// TODO Auto-generated catch block

e.printStackTrace();
tcatch (IOException e) {
// TODO Auto-generated catch block

e.printStackTrace();
;
Rl T 83 I B

success:function(result) {
if(result.code == 0){

window.location.href = ‘'http://192.168.1.30:9999/no/getSealFile' +
result.data;

telse{

alert(result.msg);

VER: fileKey R~ T L, THSEMUA fileKey H525 3L !
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3.3. BRSTHESEOME

33.1. EEXHHAERED:

http://WeiQianSealURL:9999/manualSig/preprocess
R POST
4t 30 JSON
R[4 3 JSON

3.3.1.1. FAHEBEIERSEUH (A

¥4 Yt B4 Wik

signKey P25 4 key Yes
signSecret FE N2 A Yes
sealUser FN e P Yes
password FH 20 Yes
provideSigFile R E S bk Yes
getSigFile FBh 255 e R E B =R 1 Yes
fileKey A key BN NRAESS 1D No

® T H S % T N Basebd 4 i, W 3L 4N UTF-8, 2% VP & 4u b R 15 KN
sun.misc.BASE64Decoder fll sun.misc.BASE64Encoder.

® signKey il signSecret 134 & 7 55 #B4R 4L
o M RGP TR T M, Eig BT MR, UF =fdaa r NB AR & H—.
sasE it —, [ fileKey 2%, 3t HZ¥hisw CFK%, f11: FWBPDtask000000001.pdf.
feE A, ERAE T EsbbE P E . A
http://192.168.1.31:8080/download?id=FWBPDtask000000001.pdf

e A=, THEZLOMAEF 5%, fFH response.addHeader("Content-Disposition”,
"attachment;filename=FWBPDtask000000001.pdf") /5 (.

o iz fileKey, RN RS T L RN E ORI RGUES XS MR BT, W RiE
RSH et 1 fileKey, A4 HEIE RIS & 45 R KR 0] fileKey; AnRE RS H B0 St
a2 T a5 R iR o] — R BEHLF 5 . fileKey E R IS SCNE 7, Sdf B35 P RG89
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SEiAR, DAY RIS ID. Ww: FWBPDtask000000001202107121412

® R MFAGE pdf KA, A FFIARBAISE (221 A H] Base64 Zifid) . USHONEN,
KA S U E

¥4 B BH Wik
sealFileCharSetName = 25 % {44 No
marginLeft 25 A PDF i8R No
marginRight R AT PDF A48k No
marginTop ZE A PDF _Lidgh No
marginBottom R AT PDF R Ak No
EH5H E= S =] BEFA
RPHIE= 1234 system
EEEER 1234 system
I EEEER HERAE system
E=EEniR ERETFHEE system
ST S N www forwave.com system
EE VRS GBK system
EEUHEEPDF AR 15 system
EEUMHEEPDFAINE 15 system
ESUHEEPDF_HiEE 30 system
ESUHEEPDF MR 30 system

3.3.1.2. FALELRE LR EIZEE] (112

e i5i8g
code IREIRVRSES, 020, IE 0 2R
msg RERYIREBER
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23 BB
data BohinF o &R mE key

timestamp IR EIZ5RART R

33.2. BImFIHEEWNHEOD:

http://WeiQianSealURL:9999/manualSig/manualSigPage
wR A GET
R [EFE: JSON

3.3.21. ZBFIERZSEULH (AS)

signKey. signSecret. pageType %K Base64 Zwfil .

sigFile N TALHHE 1 D) 5 iR 18] data, AN75 % Base64 Jfl .

% Bi B Wik
signKey B4 key Yes
signSecret FE N2 A Yes
pageType 55 & DU A N 1 Yes
sigFile T B R DR [B] data Yes

® TS H %~y Baseb4d i, H X wmi N UTF-8, B EF G &M AERA
sun.misc.BASE64Decoder F11 sun.misc.BASE64Encoder.

® signKey il signSecret i3 & 7 55 #B4R 4L

3. 4. BEhmFHEEIFKRG

function doManualSig() {
ITFENREETERAS
let _sealUser = btoa($("#sealUser").val());
let _signKey = btoa($("#signKey").val());
let _password = btoa($("#password").val());
let _signSecret = btoa($("#signSecret").val());
let _fileKey = btoa($("#fileKey").val());
let _provideSigFile = btoa(($("#provideSigFile").val()));

16
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let _getSigFile = btoa($("#getSigFile").val());
$.ajax( {
url: _wqSigServer + '/manualSig/preprocess’,
data: JSON.stringify({
sealUser : _sealUser,

password : _password,
signKey : _signKey,
signSecret : _signSecret,
fileKey : _fileKey,
provideSigFile : provideSigFile,
getSigFile : _getSigFile
1),
type:'post!,
dataType:'json’,
contentType: "application/json;charset=UTF-8",
success:function(result) {
if(result.code == 0){
let sigUrl = _wqSigServer +'/manualSig/manualSigPage?sigFile=' +
result.data + '&signKey="+ signKey + '&signSecret='+ _signSecret;
if(app=="app"){
let pageType = btoa('l");

sigUrl = wqSigServer +'/manualSig/manualSigPage?sigFile="+
result.data + '&pageType='+ pageType + '&signKey='+ signKey + '&signSecret="+ _signSecret;
H
getManualSigPage(sigUrl);
telse{

console.log(result.msg);

}s
Hs
}

3.5. demo FEy[EIFIEORH

{4 FH http://192.168.1.29:8080/doSeal/getSigFile KA T 5145 % 5¢ i J5 12 [9] ) FileKey -
@RequestMapping(value = "/getSigFile")
public ModelAndView getSigFile(@RequestParam("sigFile") String sigFile,
@RequestParam("sigCount") Integer sigCount) {
String sigFilePrefix = wqSigServer + "/no/getSealFile/";

return new ModelAndView("redirect:/showSigFile.html?sigFilePrefix

+ sigFilePrefix + "&sigFile=" + sigFile + "&sigCount=" + sigCount);

17
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4.3. FRAZULRH
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H P RS CR RO HS DS AN 15 B

[o] P R 4008 ) 25 5 5E e A (FIFileKey

RIF #5i
HiAFileKey MBS RTIIR %5 A5 R RS RESE LI

— fobe SE L g

4.4. BzpEEEOMA
Ok http://WeiQianSealURL:9999/autoSeal/doSeal
#HRTI7: POST

ZHH A JSON
R JSON

4.5. BEKBEIRA (ANS)

SR W [y

signKey B4 key Yes
signSecret B2 A Yes
sealUser FRM A E AU P Yes
password FIU FH B 2R %50 Yes
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ruleName SIUEZE S Yes
provideSigFile TS F S T Bk Yes
fileKey R A key BN SIS 1D No

® T H S % T N Basebd 4 i, W S 4w SN UTF-8, 2% VP & 4u b i 15 KN
sun.misc.BASE64Decoder Fll sun.misc.BASE64Encoder.

® signKey Fll signSecret {13 & 5 55 # e it .

o P ARG N HMBT M, BEIREETECERA, LUN =FaRE 0y IR R A
few TR, 5 fileKey 2%, 3 H2¥h #5520k, 1. FWBPDtask000000001.pdf.
feE TN, FERAEH T M R E . .

http://192.168.1.31:8080/download?id=FWBPDtask000000001.pdf

e A=, THEZLOMAEF 5%, fFH response.addHeader("Content-Disposition”,
"attachment;filename=FWBPDtask000000001.pdf") /5 =\,

o LS fileKey, RANHI RAGILRETL RN B DR GUE S X MR BT, WARIF
RSHh Rt 1 fileKey, A4 LLIE RN T 45 R AR R 1] fileKey; U1AE RS Hh 8047 524,
a2 T a5 R iR o] — tRBEHLFF 5 . fileKey EI R FISESCNEL 7, S ldf B35 T P RG89
SEA, PAACHEMES R ID. W1 FWBPDtask000000001202107121412

® ZEIMFAGE pdf KA, 1 NIHERIISE (f6Z 0 AH] Base64 %ift) . HSHONER,
KBRS SHBEE.

¥4 BB W
sealFileCharSetName = %% & ({2 i% No
marginLeft R E A PDF foiligh No
marginRight R A PDF A7 48k No
marginTop ZE A PDF _Lidgh No
marginBottom 2 A PDF NilER No
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EWEH =88 BEMA
RPHIE=EDS 1234 system
EEIETE 1234 system

H=irEEERRE f=RsE system
e Ml e ERBTHE system

Ee Tl nerag kN il www forwave. com system

B THRS GBK system

SO U PR AR 15 system
B M IEPDFAIALE 15 system
EEWHRHRPDF Hinie 30 system
SEVHHEHEPDF MR 30 system

4.6. BENFEEFFERRH

BFERTA:
public SealResponse autoSealReqParam() {
Map<String,String> params = new HashMap<String,String>();
String requestUrl = "http://192.168.1.29:9999/autoSeal/doSeal";
String sealUser64 = Base64.base64Encode("admin");
String password64 = Base64.base64Encode("999999");
String signKey64 = Base64.base64Encode("WQS20214205b6b");
String signSecret64 = Base64.base64Encode("9999999999999999");
String ruleName64 = Base64.base64Encode("rulel");
String sealFileUrl64 =
Base64.base64Encode("http://192.168.1.30:8080/doSeal/getHandledFile/h1.pdf");
params.put("sealUser", sealUser64);
params.put("password", password64);
params.put("signKey", signKey64);
params.put("signSecret", signSecret64);
params.put("ruleName", ruleName64);
params.put("sealFileUrl", sealFileUrl64);

/[ httpRequest /732, XA EFEH s R, FHn EiERkS5

try {
URL url = new URL(requestUrl);
HttpURLConnection connection = (HttpURLConnection) url.openConnection();
connection.setDoOutput(true);
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connection.setDolnput(true);
connection.setRequestMethod("POST");
connection.setUseCaches(false);
connection.setlnstanceFollowRedirects(true);
connection.setRequestProperty("Content-Type", "application/json");
connection.connect();

ObjectMapper mapper = new ObjectMapper();

String json = mapper.write ValueAsString(params);

Buffered Writer writer = new BufferedWriter(new
OutputStreamWriter(connection.getOutputStream(), "UTF-8"));

writer.write(json);

writer.close();

int responseCode = connection.getResponseCode();

if(responseCode == HttpURLConnection.HTTP_OK){
InputStream inputStream = connection.getInputStream();
return mapper.read Value(inputStream, SealResponse.class);

H
} catch (Exception e) {
e.printStackTrace();
logger.error(" H Zh 25 FiH R 7 H ! ");
H
return null;

public static String base64Encode(String plainTxt) {
try {
return new BASE64Encoder().encode(plainTxt.getBytes("UTF-8"));
} catch (UnsupportedEncodingException e) {

e.printStackTrace();
return null;
H
H
public static String base64Decode(String secureTxt) {
byte[] bytes;
try {

bytes = new BASE64Decoder().decodeBuffer(secureTxt);
return new String(bytes, "UTF-8");

} catch (Exception e) {
e.printStackTrace();

return null;
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EVRTITRE 2

A Y 15

R

function doAutoSig() {
let ruleName = btoa('rulel");

result.data;

let sealUser = btoa('sysuser');

let password = btoa('666666666');

let signKey = btoa('WQS202189898776");

let signSecret = bt0a('999999999999999999");

let fileKey = btoa('1234abc");

let provideSigFile = btoa('http://192.168.1.30:8080/doSeal/getHandledFile/h1.pdf™");

$.ajax( {

s

url: _wqSigServer + '/autoSeal/doSeal’,
data: JSON.stringify({
ruleName : _ruleName,
sealUser : _sealUser,
password : _password,
signKey : _signKey,
signSecret : _signSecret,
fileKey : _fileKey,
provideSigFile : provideSigFile
1),
type:'post!,
dataType:'json’,
contentType: "application/json;charset=UTF-8",
success:function(result) {
if(result.code == 0){
window.location.href = 'http://192.168.1.30:9999/n0/getSealFile'

telse{
alert(result.msg);

4.7. IREIS#HIHA (S

&

code

msg

o £

ol
REIRPIASED, 0220, 3F 0 2HiRM3
R

[ERISERER

24
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882 15208
data EEIY FileKey

timestamp IR EIZ5RART R

AEIE-S R ]
{"code":"0",
"msg":" KRBT H B e !
"timestamp":1575461457169,

"data":"fe52a861b1eb4739bbb50cd1c¢73d72¢cd.pdf"}

{"COdC":"lOT',
"msg":"ZF AN (6666666666666) ANAELE! ",
"timestamp":1575460560586,

"data":null}

/flr =
HERINHTEH
Bk http://WeiQianSealURL:9999/no/getSealFile/fileKey
w7 GET
AR [A] s 2 5 O
R fileKey FEAEFSEMOCHFRT, 2 NESERUG, U fileKey KR 3L
IR RN SN R
String downloadUrl = "http://192.168.1.30:9999/n0/"
+ "getSealFile/fe52a861b1eb4739bbb50cd1¢73d72cd.pdf";
String desFile = "D:/temp/seal/ % i ¥ 20200711.pdf";
int byteRead = 0;

try {
URL url = new URL(downloadUTrl);
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URLConnection connection = url.openConnection();
InputStream input = connection.getInputStream();
FileOutputStream output = new FileOutputStream(desFile);
byte[] buffer = new byte[1024];
while((byteRead = input.read(buffer)) !=-1){
output.write(buffer, 0, byteRead);

H
output.flush();
output.close();

} catch (MalformedURLException e) {

// TODO Auto-generated catch block

e.printStackTrace();

+catch (IOException e) {

// TODO Auto-generated catch block

e.printStackTrace();
;
RIS T 8303 R

success:function(result) {
if(result.code == 0){

window.location.href = ‘'http://192.168.1.30:9999/no/getSealFile' +
result.data;

telse{

alert(result.msg);

VR fileKey RSCHF—F#, FHGEMUF fileKey 4 K20
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5. Ukey BahEE#HEO

oul

5.1. Ukey BEhZE =L R EIE

Ukey 25552 I\ Ukey HEE LRI E G RN, A& H MK Zaltt.

5.2. Ukey BETHEEEOER

® Kt LN 22 %% Ukey U¥s)——WeiQian_UKey Driver 4.1.19.1216.exe
® 5| A\ wqToken.js 1 mToken.js

5.3. UKey BRIEEZ#ZOHLA

o B ASZH, B ukPin R FIEATSELL: Ukey, FTEAAT 2 Base64 il
® i WQ UkeySignature /772317 UKey £&55, A& A ukPin.

® UKey REMINE, <HMAHESHASSHIRAZEHIFK.

® iijd responseCode. responseData. responseMsg T%ﬁifﬂaﬁﬁiﬁﬁ@%%o

5.4. IEKRESHIHA (AS)

523 HEIEEL DML, Ukey BHENBEEZ | — MU SH——ukPin (WLZHL T Base64
i) .

provideSigFile # x——nhttp://host:port/*/fileKey (#il1: http://192.168.1.29:8080/doSeal/
provideSigFile/fe52a861b1eb4739bbb50cd1c73d72cd.pdf) .
fileKey 7& fe52a861b1eb4739bbb50cd1c73d72cd.pdf, VEREABEE & L FFF o

BEGERA, BEIRSAHMIREISIR, WEEA S fileKey, M TEEH, AT
TR E SE RIS

% Bi B Wik
signKey B4 key Yes
signSecret B N2 A Yes
ruleName FHLI) 42 PR Yes
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provideSigFile TR F S T Bk Yes
sealUser FLI B AR P Yes
password FUNFH 2 45 H P 25 Yes
ukPin Ukey PIN 5 Yes
fileKey 27 A key BN MRS 1D No

5.5. UKey BEIEEIF K~
® 5| A\ Ukey Hzh%& % JS

<title>{li % L 125 5 e 55 4% API IR 1 5 </title>
<link rel="icon" href="images/FY.ico" type="images/x-ico"/>
<link rel="stylesheet" href="css/main.css">
<script type="text/javascript" src="js/jquery-1.8.3.min.js"></script>
<script type="text/javascript" src="js/base64.js"></script>
<script type="text/javascript" src="js/mToken.js"></script>
<script type="text/javascript" src="js/wqToken.js"></script>

<script type="text/javascript">

® Ukey HEWZ T HIFEXNSHIAME, & ukPin L7 Base64 4wtd, 1§ WQ UkeySignature 777%
T Ukey HBIZERS, £\ ukPin BJT],

function doUKAutoSig() {
IR E
let ruleName = $("#ruleName").val();
let sealUser = $("#sealUser").val();
let signKey = $("#signKey").val();
let password = $("#password").val();
let _signSecret = $("#signSecret").val();
let provideSigFile = $("#provideSigFile").val();
wqSigServer = _wqSigServer;
ruleName = btoa(unescape(encodeURIComponent(_ruleName)));
sealUser = btoa(_sealUser);
password = btoa(_password);
signKey = btoa(_signKey);
signSecret = btoa(_signSecret);
provideSigFile = btoa((_provideSigFile));
let ukPin = $("#certPw").val();
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/[ WQ_UkeySignature #1T UKey &%, W& AN UKey PIN §i5
WQ_UkeySignature(ukPin);

S

® jfiid responseCode. responseData. responseMsg ] 3345 75k [F] 45 F .

function getSealResult() {
if(responseCode == 0){
//UKey H 8% %5 53
let sigFilePrefix = wqSigServer + '/no/getSealFile/';
window.location.href = ‘'showSigFile.html?sigFilePrefix="+ sigFilePrefix +
'&sigFile=' + responseData;
telse{
//UKey H3Bh2 5 KK
alert(responseMsg);

RESHIRA (HE)
sH= 15208
responseCode  REIFVRESEE, 02N, IF 0 2R

responseMsg RERVIRERER

responseData  ZE{4 FileKey

BFEWRINHTEH

Ot 5 8= MR, 5°8: http://WeiQianSealURL:9999/no/getSealFile/fileKey. F
RG], 1EZH 3.8 HE.

6.1. BehEEANN$EOHHA
ST 1, P 5 25 25 S MU G AT 6472 0 37 2
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6.2. FHEZEMNIEO
6.2.1. A8 w3 11 45
© T AR KU B 0 ZUHR AR N A AR SO (N B
© VA LU BEAR AL B 11, AT A EE
® ML SThS, WA TSR, £ pageType M 2.
6.2.2. RS TIAL B
Pl http://WeiQianSeal URL:9999/manualSig/ruleFilePreprocess
iR POST
ZHit% . JSON
A% JSON

HRZHGM] (AS)

S 4 Wi BH ik
signKey B84 key Yes
signSecret 225 A P Yes
provideSigFile FIUUASAR SCAE T 2tk Yes
sealUser FN B Yes
password F 2465 Yes
fileKey R AT key BN BAESS 1D No

® T H S % T N Basebd i i, W 3L 4w N UTF-8, 2% VP & 4u b R 15 KN
sun.misc.BASE64Decoder fll sun.misc.BASE64Encoder.

® signKey Fll signSecret {13 & 5 55 # e it .

o P ARG NHMAB T M, ERER TR, LUN =M E 7 N AR A
fee T X—, HH fileKey 4, H H ¥ X354, 4. FWBPDtask000000001.pdf.
feE TN, FERAE T M PR E . .

http://192.168.1.31:8080/download?id=FWBPDtask000000001.pdf
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e A=, THEZLOMAEF 5%, fFH response.addHeader("Content-Disposition”,
"attachment;filename=FWBPDtask000000001.pdf") 77 =,

® scalUser A2 B A G IALRE FH P

6.2.3. BRI E O
e Hihk: http://WeiQianSealURL:9999/manualSig/manualSigPage
w7 GET

R FkE: JSON

WHRZSHU (N2
signKey. signSecret. pageType. callbackUrl Z3K Base64 4ifid .

sigFile AL HLEE L Ih5E Rk, IR [FIf data, A% Base64 Zifid.

& Bi B Wik
signKey B4 key Yes
signSecret B2 A Yes
pageType HrE a2 Yes
sigFile T PR R DR [B] data Yes
callbackUrl FHDU) O TR 3% (5] % AH AR 3R 8] Yes

6.2.4. BT REE IR
function makeAutoSealRule() {
let _sealUser = btoa($("#sealUser").val());
let _signKey = btoa($("#signKey").val());
let password = btoa($("#password").val());
let _signSecret = btoa($("#signSecret").val());
let provideSigFile = btoa(($("#provideSigFile").val()));
let _callbackUrl = btoa(($("#callbackUrl").val()));
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let pageType = btoa("2');
$.ajax( {
url: wqSigServer + '/manualSig/ruleFilePreprocess',
data: JSON.stringify({
password : _password,
sealUser : _sealUser,
signKey : _signKey,
signSecret : _signSecret,
provideSigFile : provideSigFile
1),
type:'post!,
dataType:'json’,
contentType: "application/json;charset=UTF-8",
success:function(result) {
if(result.code == 0){

let sigUrl = _wqSigServer +'/manualSig/manualSigPage?sigFile=' +
result.data + '&signKey='+ signKey + '&signSecret='+ signSecret + '&callbackUrl='+ _callbackUrl +

'&pageType='+ pageType;
getManualSigPage(sigUrl);
telse{

alert(result.msg);

s

6.2.5. REIZHUH (HZ)

sHE 15208
code IRERPASES, 0210, 3F 0 2ERD
msg REIRGIAER
data BEH FileKey

timestamp IR B4 RAYRT R
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6.3. mEZEZEHMEO
6.3.1. Yl 25 AN 42 11 13 B
o R EAG 4 iE A B A B PR A P R 42 FR o

® IR TR 1, A2l )% R 55 s g R 2 A R

6.3.2. U g R LRk
POk http://WeiQianSealURL:9999/manualSig/ruleUpdatePage
w7 GET

R Ak JSON

WRSEWM (A

SH 4 Bi B W%k
signKey B84 key Yes
signSecret FE 25 A P Yes
ruleName FH) 44 F% Yes
callbackUrl FIU) BT 1T 3% 2] 422 B4 3R [m] A Yes
sealUser 2 HE R0 FH P Yes
password F 2465 Yes

® TS H %~y Baseb4d i, H X wmi N UTF-8, B EF G MMM AKA
sun.misc.BASE64Decoder fll sun.misc.BASE64Encoder.

® signKey il signSecret 134 & 7 55 #B4R 4L

® scalUser A2 HA QI MALBR A - o

6.3.3.  ZmiHE AT I 2 A5

function editAutoSealRule() {

33



FORWAVE £[& U5 L A5 % Web APT 322 10115 B

let _signKey = btoa($("#signKey").val());
let _signSecret = btoa($("#signSecret").val());
let ruleName = btoa(unescape(encodeURIComponent($("#ruleName").val())));
let _sealUser = btoa($("#sealUser").val());
let password = btoa($("#password").val());
$.ajax( {
url: wqSigServer +'/manualSig/preprocessRule’,
data: JSON.stringify({
signKey : signKey,
signSecret : _signSecret,
ruleName : _ruleName,
sealUser : _sealUser,
password : _password
1),
type:'post!,
dataType:'json’,
contentType: "application/json;charset=UTF-8",
success:function(result) {
if(result.code == 0){
let _callbackUrl = btoa(($("#callbackUrl").val()));
window.location.href = _wqSigServer
+'/manualSig/ruleUpdatePage?signKey="'
+ signKey + '&signSecret=' + _signSecret + '&callbackUrl=" +
_callbackUrl
+ '&ruleFile=' + result.data;
telse{
alert(result.msg);

7.1. ZESUEIRROMSE

LA, T RAor SR S AR R TS S R e T T IR 2 F A

i

7.2. EESTIEOMER
B Hhk:  http://WeiQianSealURL:9999/no/getPagedSealList
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IEENVEW
SR
R [E]AE 3

POST
JSON
JSON

7.3. EXREBHUHA (AS)

SH 4 Vi BH Wik
signKey P24 key Yes
signSecret FE 25 A P Yes
sealUser R EBALH Yes
password AL P &% Yes
sealType R EARBURAY No
sealName BT AR R No
pageNum 53 U A DAY No
pageSeals 73 A A TR B No

It 5 2 # % 5y Baseb4 % i, 3 %% % 0y UTF-8, % & ¥ & %% 19 1% 2K Ny

c.BASE64Decoder f1 sun.misc.BASE64Encoder.

signKey H1 signSecret 13 7] i 55 #i it .

RIS HY sealType, BRMEN 0 (EIADARBE) , HHN 1 (ERHSHET) o HEE:

M P ARBEE AR A AN, FERREREESG - EE M A% E

([ J
sun.mis
)
([ J
RN
([ J

7.4. %

function

B2 ZHL pageNum Fl pageSeals ERIME 474 1 AT 10,

4y M AT )

getPagedSealList() {
let sealUser = btoa($("#sealUser").val());
let password = btoa($("#password").val());
let pageNum = btoa($("#pageNum").val());
let pageSeals = btoa($("#pageSeals").val());
let signKey = btoa($("#signKey").val());
let signSecret = btoa($("#signSecret").val());
let _sealName = btoa(unescape(encodeURIComponent($("#sealName").val())));
let _sealType = btoa(($("#sealType").val()));
$.ajax( {
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url: _wqSigServer + '/no/getPagedSealList’,
data: JSON.stringify({
sealUser : _sealUser,
password : _password,
signKey : signKey,
signSecret : _signSecret,
pageNum : pageNum,
pageSeals : _pageSeals,
sealType : _sealType,
sealName : sealName
$)s
type:'post’,
dataType:'json’,
contentType: "application/json;charset=UTF-8",
success:function(result){
if(result.code == 0){
let data = result.data;
console.log(data);
if(data.length == 0){
alert(' ] 1A ESF R FHRAL!L )
telse{
sessionStorage.setltem('pageSeals',JSON.stringify(data));
window.location.href = 'showSealTable.html';
H
telse{
alert(result.msg);

1

7.5. REIS#HEAA (HE)

SHE i5%AR
code REIRVRSRS, 02T, JF 0 Z5EiRG
msg REIHRAER
data BEDTEUE

timestamp IREIZRAVAT IR

® A KINIRIAI > TUAE data AL
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iv.-'-‘.rray(ja}
»@: {sort: ‘createTime’, : false, enabledFlag: null, signKey: null, signSecret: null, ..}
»1: {sort: ‘createTime’, : false, enabledFlag: null, signKey: null, signSecret: null, ..}
»2: {sort: ‘createTime’, : false, enabledFlag: null, signKey: null, signSecret: null, ..}
®»3: {sort: ‘createTime’, : false, enabledFlag: null, signKey: null, signSecret: null, ..}
pd&: {sort: ‘createTime’, : false, enabledFlag: null, signKey: null, signSecret: null, ..}
»5: {sort: ‘createTime’, : false, enabledFlag: null, signKey: null, signSecret: null, ..}
B B: {sort: ‘createTime’, : false, enabledFlag: null, signKey: null, signSecret: null, ..}
B 7: {sort: ‘createTime’, : false, enabledFlag: null, signKey: null, signSecret: null, ..}
»8: {sort: ‘createTime’, : false, enabledFlag: null, signKey: null, signSecret: null, ..}
B 9: {sort: ‘createTime’, : false, enabledFlag: null, signKey: null, signSecret: null, ..}
len le
» [[Prototype]]: Array(@)

® R HIE PTG B isealld. sealName. enabledPw (J3 H#MY 0, ZEH%S 1) | keepPw

(ANEAFZE08 0, 2 E%518 1) | sealFile (Base64 245 Z B )

ESID

EEEW

EREE

iCESES

ESHR

13

512

0

12

511

510

8. XETMIIEERN
8.1. XEEINREOBIA
P M TSR AR BB Sh e, LR TP LBEALRE BTE

8.2. ZEFMINALIEOHIR
B2 Ok
R
ZH% A
IR [EA%

http://WeiQianSealURL:9999/no/editSealPassword
POST
JSON
JSON

8.3. EREBHIRA (AS)

sS4 UL ik

signKey B84 key Yes
signSecret FE 25 A P Yes
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sealUser B PRH F Yes
sealld %% ID Yes
password ZEE B O 5 250D Yes
newPassword BB (MEBE DA AR No
enabledPw Jo Fl /55 F 25 2 b No
keepPw PR ey oo ) No
i 5 2 % 5 Base64 % i, 4w i% A UTF-8, % & F & 4 4 MR 7% 2K N

co

sun.misc.BASE64Decoder fll sun.misc.BASE64Encoder.
signKey #i1 signSecret Hi$ 7] i 55 5Bt .

e 158 newPassword, AT BN S, RS A HZM R, s e A%
RO, BEAR SR, WS4t newPassword Ft i\ A FH e A8 SIS I 2% 2 50,

JE IS % enabledPw (ZEF%565 0, J2 RS 1) BRINEEFH 2505,

FFLAZH keepPw (ANICAEED 0, ICEEN 1) BOAACMER . A EBEvic s
i, SRR LSS T RS ThRE, R R DU A S E R A

4. ZEEEINEEREORIm RG]

function editSealPassword() {
let _sealld = btoa($("#sealld").val());
let _sealUser = btoa($("#sealUser").val());
let password = btoa($("#password").val());
let _signKey = btoa($("#signKey").val());
let _signSecret = btoa($("#signSecret").val());
let newPassword = btoa(($("#newPassword").val()));
let _enabledPw = btoa(($("#enabledPw").val()));
let _keepPw = btoa(($("#keepPw").val()));
$.ajax( {
url: _wqSigServer + '/no/editSealPassword',
data: JSON.stringify({
sealld : _sealld,
sealUser : _sealUser,
password : _password,
signKey : signKey,
signSecret : _signSecret,
newPassword : newPassword,
enabledPw : enabledPw,
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8. 9.
o £

code
msg

timestamp

4z

iR
101
104
105
106
107
108
109
110
111
112

113

keepPw : keepPw
1),
type:'post’,
dataType:'json’,

contentType: "application/json;charset=UTF-8",

success:function(result){
alert(result.msg);
}s
1)

BEIZHIEA (LS

15208
REIRPASES, 02k, 3F 0 2tEiRES
R ERAREE
R

IR [BIEEERAYAT AR

R i

BB
TR KL ASHAH A
T R AR B AR
TR P B I R R
SignSecret 4%
28 B AN AE B A B

S PRl v VTP WIDEE R

}2’

SR RN SRR

F

b

T url 3
PRAZ R B B S R BRI
U8 E H s A AE
FIIESS 5 8 1 R RART
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iR BB
114 R B A TRAL BRI, T RE SN B S
231 KT mAR R T
232 P
233 R T 1 RN
251 o 4 B SO DU S
252 I e 7 0 B
261 JEL P TEARCR FH A0 e 15 38
262 I [ 8 5 T
1001 RN B AE 5 7
1002 B A B AIE 15 578
1101 R Y I T ST h e S
1102 2% I 1) e 9% v Lo R R U
1201 T 7€ AR 2 TUR IR 5 o B S
1301 BT i T AR R I SR
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